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Integrated‑decision support system (DSS) for risk identification 
and mitigation in manufacturing industry for zero‑defect 
manufacturing (ZDM): a state‑of‑the‑art review

Muhammad Awais Akbar1,3   · Afshan Naseem1 · Uzair Khaleeq uz Zaman2,3 · Jelena Petronijevic3

Abstract
Risk management has always been a trend in manufacturing related literature in the era of zero-defect manufacturing (ZDM). 
However, a gap still exists to present a holistic viewpoint of the integration for a product and its related processes involved 
during decision-making in manufacturing industry. The (knowledge-driven) integrated-decision support system indicates the 
opportunity by integrating the product design and manufacturing processes related risks in a manufacturing industry to make 
better decisions at the shop floor. It further proposes a direction towards development of a decision support system framework 
for their respective risks’ identification as well as mitigation to enhance the quality, while minimizing time and cost. Over the 
years, risk identification has been considered well but risk mitigation has mostly been overlooked in the published literature. 
This paper scanned over a thousand papers from renowned journals published between 2005 and 2024. Currently, the evolu-
tion involved in the advancement of decision support tools for risk management has been reviewed by utilizing systematic 
literature review methodology. The study also provides a design overview, highlighting its features, pros, and cons of the 
existing methods which can be used for risk identification, prioritization, and mitigation in the development of a dynamic 
decision support system to aim (data-driven) zero-defect manufacturing (ZDM). Lastly, the paper discusses the current 
challenges and opportunities to lessen the manufacturing recalls in the industry, followed by phases of the proposed model.

Keywords  Integration of product and process · Risk identification · Risk prioritizing · Risk mitigation · Integrated-decision 
support system · Zero-defect manufacturing (ZDM)

1  Introduction

The transition of manufacturing industry in any develop-
ing country from conventional industrial practices to state-
of-the-art systems minimizing time and cost while maxi-
mizing the quality is the primary concern and a challenge 
to embrace industrial evolution. In line with the Industry 
4.0, developed countries are consistently optimizing their 
resources by offering higher quality products and services 
at reduced costs (as well as time) by revealing new possi-
bilities for zero-defect manufacturing (ZDM). Knowledge-
based  integrated-decision support system (DSS) is very 
much appreciated in industrial world due to its user-friendly 
features to cater potential risks’ identification with their 
respective mitigation strategies (adopting prevention rather 
than correction approach) with the goal to reach closer to 
data-driven ZDM. Moreover, integrated-DSS is basically 
performed by the integration (typically two-way interac-
tions) of both product design and manufacturing processes 
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for identified risks in a manufacturing environment, which 
are mainly based on internal and external data, data gather-
ing solutions, data analytics, knowledge/solution manage-
ment, observation/historical data management, production 
data, DSS communication, and user interface. Digital manu-
facturing technologies are just a few of the key enabling 
elements that can help organizations to get even closer to 
realize the goal of zero-defects.

Already established management tools for production 
such as enterprise resource planning (ERP) software are not 
enough to constantly monitor, control, and improve manu-
facturing systems. These kinds of software are no more able 
to have sustained competitive advantage in industrial world 
[1]. In comparison, DSS can significantly facilitate the deci-
sion makers to make better decisions than those made by an 
operator as per his/her own knowledge and experience in 
a real-time production scenario. It analyzes defect charac-
teristics, creates several alternative scenarios for mitigating 
defects and errors, suggests viable repairing processes, and 
evaluates optimum alternatives [2]. However, integrated-
DSS is the core objective of this research study by integrat-
ing product design and manufacturing process, obtained to 
examine both aspects (product and process) of manufactur-
ing of an electric product(s) aiming ZDM. Also, it auto-
mates the decision-making procedure in the defect detection, 
meanwhile guiding the operator to mitigate (by applying 
remedial activities proposed by this decision support tool) 
the production wastes (in terms of time and cost) while 
enhancing the quality.

Generally, the concept of any process life cycle begins 
with a research and development stage, followed by a 

conceptual process design (i.e. process synthesis) and 
engineering design (i.e. detailed design and layout). Sub-
sequently, the plant construction and erection stage begins. 
Next, the start-up and commissioning of the plant are car-
ried out. Thereafter, the plant has an operational stage dur-
ing its active lifetime with insets of relatively short mainte-
nance/retrofitting/debottlenecking steps. Finally, the plant 
is decommissioned where remediation and restoration may 
be conducted, whenever necessary. These process life cycle 
stages are illustrated, although not in scale, in Fig. 1, on the 
horizontal axis. For products, the life cycle begins when 
raw materials are extracted/harvested. These materials pass 
through a series of processing units, until the final product 
is delivered to the customer. After usage of the product, it is 
either disposed or recycled. The main steps of this product 
life cycle are shown on the vertical axis [3] in Fig. 1. There-
fore, the integration of product design and manufacturing 
process proposed in this study is likely to be formulated 
on the same pattern on vertical as well as horizontal axis 
respectively.

Risk is a combination of a probability of an event along 
with its consequences [4], whereas risk management is a 
planned and structured process to help the project team 
in making the right decision at the right time to identify, 
classify, and quantify the risks—then to manage and con-
trol them [5]. ISO-31000 defines risk management as set 
of coordinated activities to direct and control organization 
regarding risk. More particularly, the same standard con-
siders risk assessment as a process made of risk identifi-
cation, analysis, and evaluation. From functional analysis 
to statistical approaches, ISO-31010 is a standard for risk 

Fig. 1   Integration of process life 
cycle and product life cycle [3]



management which defines risk as the effect of uncertainty 
on objective(s) [6], which enlists different techniques for 
representing consequences, likelihood, dependencies, and 
interactions, suitable for various engineering products and 
processes [7]. Risk management is also represented in pro-
cess related literature such as PMBOK [8]. Hence, it takes 
essential place in development projects and processes. Petro-
nijevic et al pointed out this missing link between project 
and product risk management in manufacturing industry [9], 
which can further be extended to develop an integrated-DSS 
aiming ZDM.

The term zero-defect (ZD) was firstly introduced dur-
ing the cold war by the US army regarding their defective 
weapon system. The US Department of Defense promoted 
the ZD movement and established ZD programs [11] [12] 
[10]. Similarly, the ZDM approach aims to reduce time and 
costs, while detecting defects at early stages and preventing 
their occurrences to assure the highest quality manufactur-
ing outputs. It is a holistic methodology for ensuring qual-
ity of both product design and manufacturing process by 
reducing defects through predictive, preventive, and correc-
tive techniques, mainly using data-driven technologies, and 
guaranteeing that no defective product leaves the production 
site and reach the customer, aiming at higher manufacturing 
sustainability as described in Fig. 2. There are four ZDM 
strategies used to decrease any form of waste: (i) detect, (ii) 
predict, (iii) prevent, and (iv) repair, used as pairs [10], and 
also it is pertinent to mention that both product design and 
manufacturing process equally play a critical role to achieve 
ZDM [13] [14]. Similarly, Bal et al introduced ZDM through 
five distinct strategies: (i) detection, (ii) prediction, (iii) pre-
vention, (iv) repair, and (v) mitigation or compensation [15].

This paper aims ZDM through risk identification, risk 
prioritization, and risk mitigation, to seek knowledge and 
learn through repair data after detecting the manufacturing 
defects, so the prediction would possibly be made to prevent 

the errors in the future. Industrial world is now living in 
fourth industrial revolution, typically referred as Industry 4.0 
which utilizes data from the past as well as the present [2], 
whereas Pakistani manufacturing industry does not usually 
recognize quality related risks, until it is identified down 
the shop floor or assembly line [16], and not even trying to 
use existing techniques, already implemented worldwide for 
manufacturing of electric products. Therefore, implementing 
Industry 4.0 technologies should always be the first measure 
when implementing the industrial transformation in a manu-
facturing setup of a country [17].

In traditional quality strategies, feedback control loops are 
usually implemented at single-process levels to detect and 
repair defects, even when the production system is complex 
and includes more than one stage or machines as depicted 
in Fig. 3a. It keeps separating the analysis of product data, 
which comes from inspection processes and process data, 
which further appears from in-situ monitoring (ISM) solu-
tions. In this way, quality control loops are triggered only by 
inspection stages, which may come significantly later than 
the process during which the defect could have originated. 
On the other hand, ZDM strategies aim at proactively identi-
fying defects or potential defects and attempt to find methods 
that: (i) prevent defects in the first instance, and (ii) avoid 
rework by compensating for defects and deviations down-
stream in the process chain, by means of feedforward control 
loops. A schematic representation of such ZDM strategies 
is illustrated in Fig. 3b. The ZDM paradigm grounds on 
the integration of product and process data coming from 
multi-source process chains [18], which can be achieved by 
two distinct methods: (i) process-oriented ZDM, and (ii) 
product-oriented ZDM [10]. ZDM with product orientation 
focuses on resolving issues within the physical components, 
whereas ZDM with process orientation examines flaws in the 
manufacturing equipment and assesses the conformity of the 
finished goods accordingly [19]. 

Fig. 2   ZDM under the umbrella of Industry 4.0 [ 10 ]



Given the advent of Industry 4.0 and the maturing of 
its digital technologies, the ZDM paradigm has advanced 
dramatically in the recent years. ZDM strategies base their 
operations on the collection of production and quality data 
from diverse sources, and the integration of that main data 
with data from various levels of the manufacturing plant [1]. 
As Industry 4.0 shown a significant move towards automa-
tion, interconnectivity, and real-time data processing, Indus-
try 5.0 introduces the next phase of manufacturing evolu-
tion. Industry 5.0 builds upon the foundational concepts of 
Industry 4.0 to further enhance the implementation of ZDM 
by emphasizing a synergetic collaboration between humans 
and machines. This collaboration aims to enhance the human 
involvement in manufacturing processes, thereby ensuring 
products cater more closely to individual needs, preferences, 
and values [20].

This paper provides two main contributions. First, for-
ward snowball concept is embedded in systematic literature 
review (SLR) methodology to search articles by their cita-
tions. Second, based on SLR methodology, identification 
and mitigation of interacting risks in product design as well 
as manufacturing process is integrated in an overview of 
the DSS framework. It has a potential to minimize manu-
facturing time and cost, while enhancing the manufacturing 
quality focusing towards ZDM.

The paper is structured in such a way that Section 2 shows 
overview of the research through an intersection diagram 
and existing tools and techniques for risk management which 

are in practice during last few decades. SLR methodology is 
adopted to discuss the research work based upon secondary 
data extraction published since 2018, followed by crux of 
the literature review. Synthesizing and analyzing the data 
for its documentation is also covered. Anticipated gaps for 
the guidance of this research work are endorsed in Sec-
tion 3. Section 4 belongs to the statement testing to have a 
brief comparison between related research work performed 
around the globe. Tools and techniques related to risk iden-
tification are elaborated in Section 5, whereas techniques 
for risk prioritization and risk mitigation are covered in 
Section 6 and Section 7, respectively. The proposed DSS 
framework is explained in Section 8, followed by its co-
effect with ZDM in Section 9. Challenges and opportunities 
of this research are discussed in Section 10, whereas phases 
of the proposed model are detailed in Section 11. Finally, 
this review article is wrapped up with conclusion and future 
work in Section 12.

2 � Research overview

Risks can mainly be classified into different classes [21] 
such as macro and micro risks, natural order (for instance 
weather related or earthquake, etc.), or man-made (for 
instance political related or unrest, etc.) risks are consid-
ered macro risks, whereas micro risks include manufacturing 
risks occurring due to inter-relationships between entities 

Fig. 3   Comparison of standard and ZDM approach [18] (a) Schematic representation of traditional quality strategies (b) Schematic representa-
tion of ZDM strategies



within a firm [22], while RM consists of risk identification, 
its ranking/prioritizing, and mitigation [23]. Data-driven 
ZDM approach prevents or learns from errors/defects by 
evaluating the manufacturing data (with respect to the 
iron triangle as defined by [24] to reduce time and cost, 
enhancing the quality). Knowledge-driven integrated-DSS 
(dynamic in nature) is basically a computerized program 
which gathers and analyzes the data, guiding the operator 
to make better decisions, if defect/error occurs.

The Venn diagram in Fig. 4 shows intersection of the 
proposed research topic having three basic levels: (i) envi-
ronment level, (ii) system level, and (iii) operator level. As 
discussed earlier, environmental risks cannot be controlled, 
but preventable with remedial strategies. System level dis-
cusses the working of the proposed DSS with the help of a 
preventive approach protecting the funnel. It has three core 
areas, i.e. risk management (RM), integrated-decision sup-
port system (DSS), and zero-defect manufacturing (ZDM). 
The first overlap area is RM and integrated-DSS, designs 
a system to identify and mitigate the risks. Second overlap 
area is RM and ZDM, identifies (with analysis as post-iden-
tification stage) and mitigates (with control as pre-mitigation 
stage) the manufacturing wastes/errors to increase the qual-
ity. Third overlap area is integrated-DSS and ZDM designs 
a system to streamline manufacturing of e-goods. The cumu-
lative overlap area is RM, DSS, and ZDM, develops a sys-
tem by integrating both product design and manufacturing 

process to identify, rank/prioritize, and mitigate the risks, 
aiming ZDM. A wholesome picture of a manufactured 
product along with its aspects for manufacturing process 
can be analyzed (using a DSS through its risk behaviour, 
probability, and severity), and evaluated (by ZDM through 
its manufacturing data in a DSS). Data sources (consisting 
internal and external source) of the organization are added 
inside the DSS in the funnel. At operator level, the outcome 
of the funnel is a knowledge-driven computerized program 
that gathers and analyzes data, able to learn from defects or 
errors as per ZDM concept. The preventive approach expects 
to have defect-free products, whereas in comparison with 
a manufacturing setup without any prevention to potential 
risks, recalls are likely to occur, increases manufacturing 
time and cost, ultimately degrading the quality.

In a nutshell, this review article would fill this challenging 
gap, exposing the opportunity to develop an integrated-DSS 
(by integration of product design and manufacturing pro-
cess) for risk identification and its mitigation for manufac-
turing industry. It is to reach closer to ZDM approach, where 
the term zero-defect can be the reduction of waste in terms 
of time and cost to maximize the quality.

2.1 � Existing methods for risk management

Literature review suggests that there are many tools for 
risk management, already in practise worldwide over the 

Fig. 4   Overview of the research



years. Some of the techniques are defined on a time scale 
since 2005 and onwards as shown in Fig. 5. This sum-
marizes risk management tools and techniques to have a 
look on the trend in practise worldwide for risk manage-
ment systems, in relation to different fields and scopes. 
Thus, development in SWOT, fuzzy-related approaches, 
FMEA, FMECA, Delphi method, etc. is evident since last 
decade, which might be considered during a case study of 
this research. 

2.2 � Systematic literature review (SLR) methodology

According to Grant and Booth, the framework of Search, 
Appraisal, Synthesis, and Analysis (SALSA) is an approach 
to determine the search procedures to be followed by the 
SLR methodology to ensure accuracy, systematization, 
exhaustiveness, and reproducibility [83]. As shown in Fig. 6, 
the methodology started with an advanced method for sys-
tematic and meta-analysis studies through Protocol, Search, 
Appraisal, Synthesis, Analysis, and Report (PSALSAR) 
framework. The most review works followed the literature 
search protocol of Preferred Reporting Items (PRI) for Sys-
tematic Reviews and Meta-Analysis [84] and the SALSA 

framework [85]. From those common review method types, 
Protocol and Reporting results with development of SALSA 
to PSALSAR framework [86] [87]. Therefore, this PSAL-
SAR framework of SLR work applied in a sequence in this 
review paper as shown in Table 1.

Review protocol by using Population, Intervention, Com-
parison, Outcome, and Context (PICOC) framework is to 
formulate research question(s) and to identify research limita-
tions. As described in Section 2.2.1, the refined research ques-
tions were outlined according to the objective and direction 
of this research study to develop an integrated-DSS for risk 
identification, risk prioritization, and risk mitigation in manu-
facturing industry. As elaborated in Section 2.2.2, these ques-
tions were answered by search for the studies using inclusion/
exclusion criteria to find the suitable search string, identify-
ing the appropriate databases. The appraisal has further two 
sub-sections in which those databases were assessed based 
on this review work objective, as explained in Section 2.2.3. 
Similarly, the sub-section of data extraction based on abstract 
and keywords of the research articles/papers was to formu-
late crux of the literature review accordingly. It started with 
a total record of 1291 research documents, whereas ended 
up with a total of 26 research studies by filtering out using 

Fig. 5   Evolution and developments in the last decades



different phases, shown in Fig. 7. The finally selected papers 
are briefly discussed in Table 4, in terms of their model(s)/
technique(s), approach(es), limitation(s), research origin, 
publisher/database, and author(s)/publication details, syn-
thesizing the data to define a criterion for the extraction of 
useful and most relevant information for this research study 
from these 26 articles. As shown in Section 2.2.4, it was 
performed based on their criteria and categories such as data, 
relationships, models, qualitative and quantitative methods, 
methodologies, economic valuation, and model validation, 
although analyzed through a map-based citation network. As 
detailed in Section 2.2.5, the analysis was performed by using 
VOSviewer tool to graphically represents the network visu-
alization, overlay visualization, and density visualization for 
clusters of keywords present in the title as well as abstract of 
the finally shortlisted papers. The last step as described in 
Section 2.2.6 was to have tangible research output in the form 
of documenting the report.

2.2.1 � Review protocol

It is the first step in SLR methodology for the considera-
tion of transparency, transferability, and replicability of the 
research work, general elements that make literature review 
a systematic one [88] and help the research to somehow 
lessen (as doing it manually) the biasness through exhaus-
tive literature searches and to determine the scope of the 
research. This scope further guides in formulating research 
question followed by its limitations to identify appropriate 
research methods [85].

The refined objective of this SLR regarding integrated-
DSS for risk identification, prioritization, and mitigation to 
aim ZDM is presented in the form of refined research ques-
tions as given below:

i. What is integrated-DSS (by integrating product design
and manufacturing process)?

ii. What are the elements along with their workflow in
integrated-DSS?

iii. What are the best possible approaches for risk iden-
tification (with analysis as post-identification stage),
ranking/prioritizing and mitigation (with control as
pre-mitigation stage)?

iv. What can be the optimum solutions on user interface
(for the operator) in the proposed integrated-DSS to
achieve ZDM?

v. What are the current challenges in developing inte-
grated-DSS in a developing country?

vi. What will be the lessons learnt and way forward for
risk management in manufacturing industry?

Above research questions are answered by following 
PSALSAR approach as demonstrated in this paper.

2.2.2 � Search for the studies

The second step in SLR methodology is about search strat-
egy and its delivery. The search strategy helped to define 
appropriate search string and identify the relevant data-
bases to collect the relevant documentation [85]. 

Fig. 6   Direction of future 
research through PSALSAR 
using SLR methodology
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2.2.3 � Appraisal (materials and methods)

It is the third step in SLR methodology in which the 
selected articles/papers were evaluated on the basis of 
review assignment. This further includes two sub-steps 
such as selection of related studies and their  quality 
assessment.

Data extraction/selection of related studies  The flow dia-
gram for the database search of publications for systematic 
reviews is shown in Fig. 7. A total of 1291 records were 
identified in the first step through keywords (i.e. Risk Man-
agement, Risk Identification, Risk Prioritization or Rank-
ing, Risk Mitigation, DSS, and ZDM) and abstract reading 
in the publications published by renowned publishers like 
Elsevier, Emerald, IEEE, Sage, Taylor & Francis, Wiley, 
and Springer. To screen the second step, a total of 921 
records were excluded in the initial selection, which were 
either PowerPoint presentations, white papers, technical 
reports, technical papers, competition announcements, 
project deliverables, magazines, and poster publications 
or if the studies published in other than English language. 
Abstract reading for the eligibility was taken place in the 
third step of the filtration process where 189 articles were 
excluded, whereas still 370 articles were included, some-
how related to risk management and manufacturing engi-
neering. The main body skim reading for the eligibility 
was taken place in the fourth step of this extraction process 

where out of 370 articles, 181 articles were shortlisted by 
excluding 156 studies. The fifth and last step was inclusion 
of finally selected articles, which came up with a total of 
26 articles (published since 2018) including the one added 
through forward snowball method (to search articles by 
their citations) in the light of guidance by [90] such as 
a relevant paper published in 2020 by Yousefi et al. [63] 
was observed in the citations of an article published in 
2018 by Baghery et al. [47] to get included in the crux of 
the literature review. As discussed in Fig. 7, out of 1291 
journal papers published in this field over the years, the 26 
papers (published in 2018 and onwards) were found closely 
related to this research study, included in the main litera-
ture review as shortlisted in Table 4.

Quality assessment   Each SLR step was evaluated by using 
the following criteria, based on four quality assessment 
questions as under:

• QA1: Is the literature review’s inclusion and exclusion
criteria appropriately defined?

• QA2: Is the literature search likely to have covered all
relevant studies on the topic?

• QA3: Did the selected publications had blind reviewers
that assess the quality/validity of the study? [86] [87]

• QA4: Was the type of integrated-DSS for risk manage-
ment for ZDM or its related concepts mentioned in the
publications described adequately?

Table 1   Framework for systematic and meta-analysis studies (Modified from [85] [86] [87])

Phase Step(s) Outcome(s) Purpose/objective(s)

PSALSAR 
frame-
work

Planning Protocol Define study scope Risk identification, ranking/prioritization, mitigation, 
ZDM, Integrated-DSS (see Table 2 for details)

Conducting Search Define search strategy Searching statements and keywords (see Fig. 7)
Search studies Search journals / databases / libraries

Appraisal Selecting studies Defining inclusion and exclusion criteria (see Table 3)
Quality assessment of studies Quality criteria (see Section 2.2.3.2)

Synthesize Extract data Extraction template (see Section 2.2.3.1)
Categorize the data Categorize the data on the iterative definition and ready it 

for further analysis work (see Table 5)
Analysis Data Analysis Quantitative and narrative analysis of the organized data 

(see Section 2.2.5) through citation network analysis
Results and discussions Trends, identify gap and results evidence
Conclusion Deriving conclusion and recommendations (see Sec-

tion 12)
Documentation Report Report writing (See Section 2.2.6)

Draft for publication of the review article Summarizing the report result for the public, mostly 
researchers, students affiliated with academia and 
industry



2.2.4 � Synthesize data

The fourth step in SLR methodology is about synthesization, 
consisted of both extraction and classification of relevant 
data from the selected papers to derive knowledge and con-
clusions. As shown in Table 5, the data extraction process 
involved the identification, and extraction of relevant mate-
rial and data from the papers [86] [87].

2.2.5 � Analysis

In this secondary data analysis (bibliometric analysis) 
step, SLR methodology encompassed the evaluation of 
synthesized data, and the extraction of meaningful infor-
mation followed by conclusion of the selected papers. 
In this phase, the research questions would be answered 
covering both qualitative and quantitative explanation 
with narration of the results. It discussed and indicated 

the way forward for the future research work while infer-
ring a conclusion [86] [87]. The analysis was mainly 
based upon the inter-relatedness of the articles men-
tioned in the literature review, during which different 
sources were used for the secondary data. It was there-
fore useful to extract the primary data, and to further 
observe the concentration of the theme with this research 
title and its keywords, published in different available 
sources over the years.

As already discussed in Table 3 and Fig. 7, filtering 
processes of research methodology through title, key-
words, and their abstract in databases was performed 
where a total of 26 papers (mentioned in Table 4) were 
shortlisted. Zotero version 6.0.26 software, a tool to col-
lect, organize, annotate, cite, and share research, was 
utilized to generate library files, exported in RIS (other 
options were BibTeX, CFF, CSV, Endnote, or RefWorks) 
format as bibliographic/text database file (required as a 

Fig. 7   Illustration of filtering 
processes of research methodol-
ogy (concept taken from [84] 
[86] [87] [89])
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Publications records identified through Scopus database, Web 
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pre-requisite for further analysis) of those articles. Simi-
larly, VOSviewer software (Java programming language 
based) version 1.6.19 was utilized to create map-based 
analysis, which accepts library or bibliographic database 
files such as Web of Science, Scopus, PubMed, Microsoft 
academics, or reference manager files such as RIS, End-
Note, or RefWorks. So, the RIS library file was imported 
in VOSviewer tool to visualize bibliometric informa-
tion and scientific landscapes. As shown in Table 6, the 
terms “keywords” for “title and abstract” fields having 
“full counting” (instead of binary counting) method were 
opted as occurrences. In any cluster, items could either be 
included or excluded (as observed in Table 3) where terms 
with a low relevance score would possibly be excluded 
manually. As tabulated in Table 7, there were 4 clusters 
(for 3 occurrences per each term) with 46 items observed 
during VOSviewer analysis, such as the first cluster had 19 
items (red coloured) with 9 major (closely related) and 10 
minor (irrelevant) items, the second cluster had 12 items 
(green coloured) with 7 major and 5 minor related items, 
the third cluster had 8 items (blue coloured) with 3 major 
and 5 minor related items, and lastly the fourth cluster had 
7 items (yellow coloured) out of which 2 were relevant, 
whereas the rest of the 5 as irrelevant items.

Map‑based analysis  Three maps (visualization of scien-
tific landscapes) based upon bibliographic/text database 
file were generated by VOSviewer analysis: (i) network 
visualization, (ii) overlay visualization, and (iii) density 
visualization.

Firstly, network visualization exhibited clusters of the 
keywords in title and abstract with a minimum of three 
occurrences as shown in Fig. 8. As already discussed, 
VOSviewer can be used to construct bibliometric net-
works of scientific publications, scientific journals, key-
words, or terms. Items in these networks were linked/con-
nected with each other by co-occurrence, bibliographic 
coupling, and citation links, established to constitute or 
construct a network. In the network visualization, items 
displayed by their labels where the size of the label and 
the circle/frame of an item was determined by its weight. 
The higher the weight of an item, the larger the label so 
the circle/frame of that item. To avoid overlapping labels, 
the label might not be displayed for some items. As men-
tioned in Table 7, the colour of an item is determined 
by the cluster to which it belongs. Lines between items 
represent links, where a link defined as a connection or a 
relation between any two items. Each link has a strength, 
represented by a positive numerical value. The higher 
the value, the stronger the link. Hence, a network is a set 
of items together with the links between the items. Items 
might be grouped into clusters where a cluster is a set 
of items included in a map. The distance between two Ta

bl
e 

2  
S

LR
 re

se
ar

ch
 sc

op
e 

ba
se

d 
on

 th
e 

ap
pl

ic
at

io
n 

of
 th

e 
PI

CO
C

 fr
am

ew
or

k 
to

 th
e 

de
te

rm
in

ed
 o

bj
ec

tiv
es

 (m
od

ifi
ed

 fr
om

 [8
5]

 [8
6]

 [8
7]

)

C
on

ce
pt

D
efi

ni
tio

n 
(a

cc
or

di
ng

 to
 [8

8]
)

SL
R

 a
pp

lic
at

io
n

Po
pu

la
tio

n
Th

e 
re

se
ar

ch
 w

or
k 

m
ai

nl
y 

de
al

s w
ith

 th
e 

ris
k 

m
an

ag
em

en
t i

nv
ol

ve
d 

in
 m

an
uf

ac
tu

rin
g 

in
du

str
y

Re
se

ar
ch

er
s a

ffi
lia

te
d 

w
ith

 a
ca

de
m

ia
, i

nd
us

try
 o

r e
ls

ew
he

re
 fo

cu
si

ng
 th

e 
ris

k 
m

an
ag

e-
m

en
t o

n 
m

an
uf

ac
tu

rin
g 

to
 a

t l
ea

st 
co

m
e 

cl
os

er
 to

 Z
D

M
In

te
rv

en
tio

n
Ex

ist
in

g 
te

ch
ni

qu
es

 w
ill

 b
e 

ut
ili

ze
d 

to
 a

dd
re

ss
 th

e 
pr

ob
le

m
s i

n 
ris

ks
 d

ur
in

g 
m

an
uf

ac
tu

r-
in

g 
by

 d
ev

el
op

in
g 

an
 in

te
gr

at
ed

-D
SS

In
di

ca
tin

g 
th

e 
ga

ps
 th

at
 n

ee
d 

fu
rth

er
 re

se
ar

ch
 w

or
k:

 fo
r i

ns
ta

nc
e,

 d
ev

el
op

in
g 

an
 

in
te

gr
at

ed
-D

SS
 (b

y 
in

te
gr

at
in

g 
pr

od
uc

t a
nd

 p
ro

ce
ss

) f
or

 ri
sk

 id
en

tifi
ca

tio
n,

 ra
nk

in
g/

pr
io

rit
iz

at
io

n,
 a

nd
 m

iti
ga

tio
n 

ap
pr

oa
ch

in
g 

to
w

ar
ds

 Z
D

M
C

om
pa

ris
on

Te
ch

ni
qu

es
 to

 c
on

tra
st 

th
e 

in
te

rv
en

tio
n 

us
ed

 to
 d

ev
el

op
 in

te
gr

at
ed

-D
SS

 w
ith

 th
e 

ex
ist

-
in

g 
m

et
ho

ds
/a

pp
ro

ac
he

s i
n 

th
e 

fie
ld

 o
f r

is
k 

m
an

ag
em

en
t

D
iff

er
en

ce
 b

et
w

ee
n 

th
e 

di
ffe

re
nt

 m
et

ho
ds

 a
pp

lie
d 

to
 q

ua
nt

ify
/v

al
ue

/m
ap

 w
hi

ch
 a

re
 e

vi
-

de
nt

 to
 fo

rm
ul

at
e 

th
e 

th
eo

re
tic

al
 o

r c
on

ce
pt

ua
l f

ra
m

ew
or

k 
in

 th
e 

fie
ld

 o
f r

is
k 

m
an

ag
e-

m
en

t
O

ut
co

m
e(

s)
M

ea
su

re
 to

 a
ss

es
s t

he
 k

no
w

le
dg

e 
an

d 
m

en
tio

ne
d 

th
e 

ga
ps

D
ev

el
op

m
en

t o
f i

nt
eg

ra
te

d-
D

SS
 fo

r r
is

k 
m

an
ag

em
en

t t
o 

ac
hi

ev
e 

ZD
M

C
on

te
xt

Th
e 

se
tti

ng
s o

r a
re

as
 o

f t
he

 p
op

ul
at

io
n 

su
ch

 a
s l

ab
ou

r/o
pe

ra
to

rs
 w

or
ki

ng
 in

 m
an

uf
ac

tu
r-

in
g 

se
tu

ps
Tr

en
ds

 o
f Z

D
M

 re
se

ar
ch

, e
xi

sti
ng

 k
no

w
le

dg
e 

in
 Z

D
M

 st
ud

ie
s, 

th
e 

ch
al

le
ng

es
, a

nd
 g

ap
s 

in
 in

te
gr

at
ed

-D
SS

, t
he

 g
eo

gr
ap

hi
ca

l d
ist

rib
ut

io
n 

of
 e

xi
ste

d 
stu

di
es



journal articles in the visualization approximately indi-
cated the relatedness in terms of their co-citation links. 
In general, the closer two journal articles were located to 
each other, the stronger their relatedness. The strongest 
co-citation links between journal papers were also rep-
resented by lines but with more strength as compared to 
other links (guidance is taken from [102]).

Secondly, overlay visualization is identical to the net-
work visualization, except those items coloured differently. 
There were two ways in which items could be coloured in 
the overlay visualization. If items had scores, the colour 
of an item could determine by the score of that item; how-
ever, default colours range from purple (for lowest score) 
to green to yellow (for highest score). As shown in Fig. 9, 
colours indicated impact factor and publication year of 
the journals. For example, journals coloured blue have an 
impact factor < 1, coloured green have an impact factor ~ 2, 
and coloured yellow have an impact factor of ≥ 3. Simi-
larly, clusters of the keywords in title and abstract were 
also considered with a minimum of three occurrences 
from the oldest data (purple-coloured boxes) to the newest 
(yellow-coloured boxes). The keywords of the interest of 
this review article such as risk event and occurrences were 
visible in the oldest articles (published in 2020) which have 
purple-coloured boxes. The interested terms like model, 
uncertainty, and effect analysis were evident from the arti-
cles (published during mid 2020) that had blue-coloured 
boxes. The latest technological development in the field of 
DSS endorsed in the publications (having highest impact 
factor) during 2022 had yellow-coloured boxes (guidance 
is taken from [102]).

Lastly, density visualization is to showcase the cluster 
density based upon keywords of the title and abstract of 
any research idea, knowledge, or research project with 
a minimum of three occurrences as shown in Fig. 10. 
It was 100% scaled to show the weights of occurrences 
in accordance with their density of the  clusters. As 
discussed earlier, there were mainly four clusters as 

evident in Table 7. The first cluster (having red colour) 
contained total 19 items where the relevant items were 
risk management, adoption, technology, risk event, risk 
behaviour, potential failure, manufacturing, and effect 
analysis. The second cluster (having green colour) con-
tained a total of 12 items where the relevant items were 
DSS, ZDM, detection, defect, cause, action, severity, 
occurrence, and quality. The third cluster (having blue 
colour) contained a sum of 8 items including FCM, 
uncertainty, reliability, and competitor. Last but not at 
all least, cluster (having yellow colour) contained seven 
items in total including early warning model and sus-
tainable innovation. The weight given to the colour of a 
certain cluster was determined by the number of items 
belonging to that cluster in the neighbourhood of the 
point. The larger the number of items in the neighbour-
hood of a point and the higher the weights of the neigh-
bouring items, the closer the colour (red, green, blue, or 
yellow) of the point to its cluster. The other way around, 
the smaller the number of items in the neighbourhood 
of a point and the lower the weights of the neighbouring 
items, the closer the colour of the point to black (guid-
ance is taken from [102]).

2.2.6 � Documentation/report

The sixth and last step in SLR methodology is about docu-
menting the report of the results obtained from selected 
literature, which includes description and methods’ pres-
entation. This report phase generally has two steps: (i) 
description of the main procedure followed as explained 
in Table 3 and (ii) public presentation of the results like a 
journal article [85]. In SLR methodology, a journal arti-
cle production is the last step which helps to provide the 
research output for further academic and scientific pur-
poses [86] [87].

Table 3   SLR study selection of 
literature using inclusion and 
exclusion criteria (modified 
from [86] [87])

Criteria Decision

Pre-selected keywords exist as a whole or at least in title, keywords, or abstract Inclusion
The paper published in a scientific peer-reviewed journal Inclusion
The paper is written in English as an international language Inclusion
Studies that present pieces of evidence on development of decision-making models for risk 

management
Inclusion

The articles address at least one risk identification, prioritization, or mitigation Inclusion
Papers that are duplicated within the search documents Exclusion
Papers that are not accessible, review papers and meta-data Exclusion
Papers that are not primary / original research Exclusion
Papers that are not primary / original research Exclusion
Papers published before 2018 Exclusion
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3 � Research gaps exist in literature

Based on the report of the SLR methodology, there were 
six research gaps (mentioned as future work or recom-
mendations discussed in above mentioned papers) exist 
to guide this research study as illustrated in Fig. 11. How-
ever, the authors were interested to work on one of the 
research gaps, i.e. the development of an integrated-DSS 
by integrating product design and manufacturing process 
in risk identification, its related ranking/prioritization, 
and mitigation strategies to reach closer to the ZDM.

4 � Statement testing

The anticipated gap mentioned in Section  3  is con-
firmed through statement testing method as illustrated 
in Table 8. It draws a comparison of research studies 
published since 2018, closely related to this research 
gap in terms of availability and non-availability of the 
important features such as risk identification, its prioriti-
zation, and mitigation for product design, manufacturing 
process, and ZDM. The symbol ‘✔’ indicates that the 
research work provides the feature, whereas the symbol 
‘✖’ indicates its absence.

5 � Risk identification and analysis

In the existing literature, the following are the few risk 
identification tools and approaches already in practise since 
many years. As per the need and feasibility for this research 
work, this review article summarized all advantages and 
disadvantages of the methods in Table 9 to shortlist the 
most feasible one.

Apropos all above tools and techniques, Delphi tech-
nique might be selected for risk identification due to the 
relevance and scope of this research study. As mentioned 
on Serial 1 of Table 9, its advantages include low cost to 
administer and analyze, easily achievable consensus, and 
its adaptability to diverse data collection strategies with 
a decrease of peer pressure secondary to anonymity along 
with the ease of considering opinions of many experts 
into a few precise statements. However, its disadvantages 
such as its opinion-based consensus not considered cor-
rect answers would be addressed, similarly its unknown 
internal validity. It is generally difficult to define and 
locate its panel experts for some topics and its data col-
lection costs and lengthy data collection time frames 
would be addressed by developing a concise qualitative 
questionnaire. Also, the opinion of the experts would then 
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be recorded and would be verified by the available litera-
ture. The internal validity of the identified risks would 
also be performed by some academic experts who have 
some industrial experience in the manufacturing sector. 
The drawbacks of the Delphi method such as its data col-
lection costs and lengthy data collection time frames are 
somehow accepted.

6 � Risk ranking/prioritizing

In a DSS, right after risk identification/mitigation step, there 
is a need to rank/prioritize all the optimized solutions avail-
able for all potential identified risks. The advantages and 
disadvantages of some available tools and techniques for 
risk prioritization are described in Table 10.

Table 5   Criteria used for the extraction of information from the selected articles (modified from [86] [87])

S. No. Criteria Categories considered Justification(s)

1 Publication Year Since 2018 Studies before 2018 were excluded
2 Name of journals / publishers - To describe the distribution of the work such as Elsevier, Springer, Taylor 

& Francis, IEEE, Sage, Emerald, and Wiley etc. 
3 Study site Country name Geographic sites of manufacturing firms located in Punjab, Pakistan
4 Types of data sources Primary data Data derived from sampling in the field (e.g. field data, surveys, or 

focused interviews) yet to do for this research work
Secondary data Data types which were derived from other readilyavailable information 

but not verified in the field (e.g. remote-sensed data, socioeconomic 
data, and mixed sources like databases like global statistics)

Mixed data Database (global statistics, e.g. map of carbonstorage and reports), bibli-
ography, modelling, surveys, and field data

5 Methods Look-up tables Use of existing DSS models available in the literature
Expert knowledge Experts would be invited to rank risk identification, mitigation and rank-

ing for development of integrated-DSS (by integrating both product and 
process) for ZDM

Causal relationships Incorporate existing knowledge to link with related risk identification, 
mitigation, and ranking approaches to create an integrated-DSS to 
achieve ZDM

Models Framework development
6 Mode of assessment Qualitative Feasible approaches for risk identification, ranking / prioritization, and 

mitigation
Quantitative Practical approaches / methods for integrated-DSS
Economic valuation DSS model should be economically viable such as it lowers the time and 

cost to enhance quality of the manufacturing line
Mapping and modelling Development of state-of-the-art DSS mode

7 Purpose of Publication Expansion of knowledge This review article may bring some new and better knowledge in the field 
of risk management for manufacturing

Methodological development This review article will be followed by a researcharticle to come up with 
the verification and validation of the proposed framework

Management option Verification of the proposed framework will be done by a simulation 
software as described in Section 12 of this article

Policy This study may guide some policy for public sector organizations of the 
country

Implementation Initially, implementation may be offered voluntarily with the aim to be a 
part of manufacturing policy for the country

8 Difficulties mentioned Methodological Uncertainties on the result due to the application ofthe unclear or less 
developed method

Others Uncertainties linked with lack of conceptual clarity
Data Primary and secondary data source quality and scarcity that challenges 

the practical work
Lack of model validation This research study is expected to validate the proposed integrated-DSS 

in the manufacturing setuprelated to electrical product / manufacturing 
process



As tabulated in Serial 4 of Table 10, the DEMATEL 
analysis might be shortlisted for risk prioritization due 
to its relevance and scope in this research study. The 
advantages of the method such as its usefulness for 
causal relationships and influential behaviour among 
risk factors to make its integration among product 
design and manufacturing processes encourage its util-
ity for this study. Consequently, its visualization of risk 
elements’ intensity analyzes dependent factors by using 
graph theories and matrix computations. It also provides 
degrees of factor influence, appropriate for investigation 
of the influence structure between factors/parameters 
under consideration to construct a visual structure model 
based on data provided by the key industrial experts. 
However, its disadvantages will surely be catered in such 

a way that most relevant industrial experts would be 
selected to fill a quantitative questionnaire to minimize 
and negate the biasness which is generally expected 
due to its varying interpretations. The subject matters 
experts would then be able to provide accurate/reli-
able information, followed by a risk matrix question-
naire in accordance with the relationship among those 
risks, similarly, the expert weight criterion would be 
defined based on their education and relevant experi-
ence. Though the drawbacks like its complexity of data 
analysis for the consistency of pair-wise comparisons 
and its stability issues like small change in direct-rela-
tion matrix usually have a potential to make a significant 
difference in total-relation matrix would be discouraging 
but accepted for this research study.

Table 6   Occurrences in the literature review (keywords in title and abstract) using VOSviewer tool

No. of articles/papers Total no. of 
terms

Minimum no. of occur-
rences of a term

No. of terms meet the 
threshold

Maximum no. of terms to 
be selected

Remarks

26 (as same as Table 4) 787 1 787 472
2 170 102
3 79 47 Selected 

for the 
analysis

4 40 24
5 27 16
6 18 11
7 12 7
8 10 6
9 7 4
10 7 4
11 6 4
12 6 4
13 6 4
14 3 3
15 3 3
16 3 3
17 3 3

Table 7   Clusters and their items

Cluster No Total no. of 
items

Cluster colour (except over-
lay visualization)

Major related item(s)

1 19 Red Risk management, adoption, technology, risk event, risk behaviour, 
potential failure, manufacturing, effect analysis

2 12 Green DSS, ZDM, detection, defect, cause, action, severity, occurrence, quality
3 8 Blue FCM, uncertainty, reliability, competitor
4 7 Yellow Early warning model, sustainable innovation



7 � Risk mitigation

There are very few approaches available for risk mitiga-
tion in the existing literature. Based upon advantages and 

disadvantages of methods shown in Table 11., the best pos-
sible tool/technique might be selected.

In other words, the suitable mitigation technique would 
accordingly be selected on the basis of shortlisted and 

Fig. 8   Network visualization clusters of keywords in title and abstract (using VOSviewer tool)

Fig. 9   Overlay visualization clusters of keywords in title and abstract (using VOSviewer tool)



Fig. 10   Density visualization clusters of keywords in title and abstract (using VOSviewer tool)

-Consensus method to improve consistency

-Manipulation technique to enhance strength

-Meta-action theory to identify potential failure mode in FMEA model

Risk Mitigation Strategy using BWM followed by Fuzzy 
/ Grey / Rough DEMATEL or Total Interpretive 

Structural Modeling

FCM technique comparing with S-shaped 
solutions for electronics manufacturing 

industry

Combining SIEA with quantitative risk 
modeling and validating impact of SIEA on 

decision making

To integrate DSS with production system and KPIs 
such that maintenance schedule to minimize defect 

rate and associated costs due to re-scheduling rounds 

Integrated-DSS (integration of Product Design & 
Manufacturing Process) for Risk Identification & 

its Mitigation to approach ZDM

Research Gaps 

Fig. 11   Research gaps in the literature



applied tools and techniques for risk identification and risk 
prioritization, i.e. most likely Delphi technique and DEMA-
TEL analysis, respectively. 

8 � The proposed DSS

It is a preventive decision-making tool; altered from [2] 
which was basically to automate decision-making in the 
event of defects as corrective actions, reduce the probabil-
ity of errors which allow higher repeatability on the deci-
sion quality in the era of ZDM. As presented in Fig. 12, 
the solid line means the connection between two elements, 
whereas the dotted line is actually a feedback in the over-
view of the proposed DSS framework. The main elements 
of the proposed system for a manufacturing setting are as 
follows:

• E1: Risk identification means identifying as well as inte-
grating the potential risks in product design properties
and manufacturing process, most likely through Delphi
technique

• E2: Risk analysis is basically a risk exposure (with
respect to time, cost, and quality) or risk priority number
(severity, occurrence, and detection)

• E3: Risk prioritization is to rank the risks, most likely
through DEMATEL technique

• E4: Risk control is considered a pre-mitigation stage to
assess each identified risk along with its prioritization
and mitigation

• E5: Risk mitigation is to rectify identified risks
• E6: Historical manufacturing data contains internal (pre-

vious quantifiable data of the same firm) and external
(previously known data of the competitor(s), if avail-
able) data added by the shop floor manager/operator

Table 8   Anticipated gaps

S. No Research studies Risk identification Risk prioritization Risk mitigation Product design Manufactur-
ing process

ZDM

1 [47]  ✔  ✔  ✖  ✖  ✔  ✖
2 [48]  ✔  ✔  ✖  ✖  ✔  ✖
3 [37]  ✖  ✖  ✖  ✖  ✔  ✖
4 [91]  ✔  ✔  ✖  ✖  ✔  ✖
5 [1]  ✖  ✖  ✖  ✖  ✔  ✔
6 [92]  ✔  ✖  ✖  ✔  ✖  ✖
7 [71]  ✔  ✔  ✔  ✔ ✔  ✖
8 [63]  ✔  ✔  ✔  ✖  ✔  ✖
9 [64]  ✔  ✔  ✖  ✖  ✔  ✖
10 [82]  ✔  ✔  ✖  ✖  ✔  ✖
11 [93] ✖  ✖  ✖  ✖  ✔  ✖
12 [66]  ✔  ✔  ✖  ✖  ✔  ✖
13 [94]  ✔  ✖  ✖  ✔  ✔  ✖
14 [69]  ✔  ✔  ✔  ✖  ✔  ✖
15 [81]  ✔  ✔  ✖  ✖  ✔  ✖
16 [79]  ✔  ✔  ✖  ✖  ✔  ✖
17 [95]  ✔  ✔  ✖  ✖  ✔  ✖
18 [61]  ✔  ✔  ✖  ✖  ✔  ✖
19 [96]  ✔  ✔  ✔  ✖  ✔  ✖
20 [97]  ✔  ✔  ✖  ✖  ✔  ✖
21 [98]  ✔  ✔  ✖  ✖  ✔  ✖
22 [73]  ✖  ✖  ✖  ✖  ✔  ✖
23 [99]  ✔  ✔  ✖  ✖  ✔  ✖
24 [100]  ✔  ✔  ✖  ✖  ✔  ✖
25 [101]  ✔  ✔  ✔  ✖  ✔  ✖
26 [2]  ✔ (detect defects)  ✔ (evaluate defects)  ✔ (mitigate defects)  ✖  ✔  ✔
27 This research study  ✔  ✔  ✔  ✔  ✔  ✔
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• E7: Knowledge base has a bi-directional link to com-
municate with other elements and display the decision
on the user interface

• E8: Production data is to gather risk mitigation records
through manufacturing

• E9: Manufacturing is to consistently assess the produc-
tion data and see whether the entire loop is improving the
system as aimed ZDM

The framework has a potential to get  improved by 
employing model fine-tuning method, a technique for adapt-
ing foundation models to downstream tasks by updating 
model parameters using available data [183] [184] [185]. So, 
the proposed model is likely to deviate from this foundation 
version after fine-tuning of the model prior to its verification 
and validation. The changes can be in terms of performance 
metrics as well as in model behavior such as developing 
new input–output associations. By analyzing these behavior 
changes, the readers will be able to understand how generic 
knowledge evolves into task-specific knowledge and identify 
where the model does not function as expected [186].

9 � The DSS and ZDM

9.1 � Background

According to Psarommatis et al, “ZDM is a holistic approach 
for ensuring both process and product quality by reducing 
defects through corrective, preventive, and predictive tech-
niques, using mainly data-driven technologies and guar-
anteeing that no defective products leave the production 
site and reach the customer, aiming at higher manufactur-
ing sustainability”. ZDM prevents or learns from defects/
errors, whereas Six Sigma (6σ), lean manufacturing (LM), 
and total quality management (TQM) minimize or remove 
defects/errors [187]. The ultimate objective of ZDM is to 
significantly increase product yield and eventually accom-
plish zero-defect [188]. A ZDM strategy can also be defined 
as the set of tools, resources, and control rules with the aim 
of avoiding defects in complex manufacturing systems [18]. 
From a consumer perspective, ZDM enhances trust and con-
fidence in products. As manufacturing processes become 
more transparent and companies emphasize their commit-
ment to ZDM, so consumers are more likely to support prod-
uct brands ensuring high-quality defect-free products. This 
not only fosters brand loyalty but also encourages sustain-
able consumer behaviour, as a smaller number of replace-
ments and repairs are needed over product life cycle [20]. 
The iron triangle consists of three elements such as time, 
cost, and quality [24] to prevent or learn from manufactur-
ing recalls by analyzing the potential risks with respect to 
their behaviour, probability, and severity, heading towards Ta
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ZDM. Psarommatis et al also explained that achieving zero-
defect in a real context is practically impossible; meanwhile, 
ZDM fulfils four missions (as illustrated in Fig. 2): the three 
missions such as detect, repair, and prevent are shared with 
current quality philosophies, while prediction is a new con-
cept. As already discussed in Fig. 3, one major change in 
ZDM versus other quality concepts is the information flow. 
So, ZDM utilizes real-time data to prevent product from 
defect(s) [10] [189].

9.2 � Internal mechanism with example

According to Leng et al, the manufacturing process includes 
concept generating, requirement capturing, collaborative 
designing, process planning, sustainable manufacturing, 
assembling and inspection, inventory and logistics, delivery 
and deployment, operation service, recycling and remanu-
facturing [190], and disposal. Product design properties can 
include reliability, aesthetics, size, weight, efficiency, usage, 
and safety. Accordingly, the potential risks of all platforms 
of manufacturing process and end product design in a manu-
facturing company are identified as illustrated in Fig. 12.

An open ended/qualitative questionnaire will be devel-
oped to note down comprehensive list of risks and their 
mitigation strategies at a manufacturing platform which 
produces sub-part of an electric motor in a firm. Firstly, 
a preliminary list of ‘x’ potential risks and their mitiga-
tions will be recorded during a field survey. Secondly, the 
list of ‘x’ risks along with remedial actions will be evalu-
ated by a target group of industrial professionals (n1) for 
the sake of initial assessment, who will either add or sub-
tract ‘y’ more risks in the list. Lastly, Delphi technique 
will be employed to shortlist risks through Delphi experts 
(n2) who fulfil eligibility criteria as guided by Hallowell 
and Gambatese [191]. At the end of the first round of the 
Delphi method, ‘x ± y ± z’ risks will be shortlisted along 
with their ‘m’ mitigation strategies, whereas ‘x ± y ± z ± a’ 
risks will be finalized along with their ‘m ± i’ remedial 
actions at the end of the second round of Delphi technique. 
The total number of Delphi rounds would be decided 
accordingly based on required level of consensus, avail-
ability of the experts, and available resources etc [192]. 
A Likert-scaled quantitative questionnaire will be devel-
oped asking the experts to score probability and impact 
of those ‘x ± y ± z ± a’ risks. As guided by Emery et al, 
piloting of the survey tool for content validation should be 
conducted prior to its full fledge distribution which may 
include minor revisions to remove ambiguities in the item 
questions [193]. So, ‘b’ risks along with their ‘j’ mitiga-
tions would either be included or excluded during pilot-
ing stage, leaving behind a total of ‘x ± y ± z ± a ± b’ risks 
along with ‘m ± i ± j’ mitigations, expressed as (R1, R2, 
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Fig. 12   Overview of the DSS framework (modified from [2])
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R3, …, Rx±y±z±a±b) along with (M1, M2, M3, …, Mm±i±j) 
respectively as shown in Fig. 13. The final version of the 
survey tool will be distributed among industrial experts 
(n3) requesting them to score probability and impact of 
‘x ± y ± z ± a ± b’ risks with respect to time, cost, and qual-
ity. The risk analysis will be performed by risk exposure 
technique which is a product of probability and impact of 
‘individual’ risks as per guidance by Qazi et al [194], but 
in terms of three-dimensional matrix. Cronbach’s alpha of 
the responses will also be calculated to assess the reliabil-
ity of the response items [195], for instance ranges up to 
0.80, so only satisfactory results would be considered. Fur-
thermore, risk ranking will be performed by DEMATEL 
analysis to prioritize ‘interacting’ risks in such a way that 
manufacturing process (11 stages) and product design (7 
properties) would be integrated to assess influence among 
all risk factors.

As discussed above, ‘x ± y ± z ± a ± b’ risks will be 
shortlisted on a manufacturing platform which produces 
sub-parts of an electric motor in a company. So, inte-
gration among these risks would have been obtained by 
employing DEMATEL analysis as guided by Shamsadini 
et al. [196], during which a matrix of x ± y ± z ± a ± b 
columns × x ± y ± z ± a ± b rows = (x ± y ± z ± a ± b)2 
combinations (except main diagonal) will be framed 
to rank the risks on the basis of experts’ scores given 
to every risk combination. For ease of understanding, 
it can be said that elements of the first row or column 
of the risk  matrix will behave like concept genera-
tion–requirement capturing, concept generation–collabo-
rative designing, concept generation–process planning, 
concept generation–sustainable manufacturing, concept 
generation–assembling and inspection, concept genera-
tion–inventory and logistics, concept generation–delivery 
and deployment, concept generation–operation service, 
concept generation–recycling and remanufacturing, con-
cept generation–disposal, concept generation–reliability, 
concept generation–aesthetics, concept generation–size, 
concept generation–weight, concept generation–effi-
ciency, concept generation–usage, and concept genera-
tion–safety. Furthermore, this prioritization will also 
provide the cause-and-effect relationship among inter-
acting risks through a causal diagram. According to the 
development of the study, a separate tool/technique for 
risk mitigation can also be utilized in addition to Delphi 
technique.

9.3 � Focusing ZDM

A computer code will be developed for these 
‘x ± y ± z ± a ± b’ risks along with their ‘m ± i ± j’ mitiga-
tions using Python software, so its user interface would 

be available for the shop floor manager/operator to make 
better decisions, in case of risk occurs at a manufacturing 
platform which produces a sub-part of an electric motor. 
In other words, the (knowledge-driven) DSS communicates 
with the user through an interface which displays all identi-
fied risks along with their mitigations, arranged according 
to their prioritizations. Even if a manufacturing platform 
rapidly faces a defect/error, the complete detail of the recall 
will be discussed in the next round of the Delphi technique 
addressing the main cause of the issue. The risk and its 
remedial action will then be vetted / approved by Delphi 
experts to get it updated in the DSS code, justifying the 
ZDM concept which learns from errors, defects, or recalls 
in a manufacturing setup to prevent failures at shop floor 
level in the future. The operator will utilize the user inter-
face to enter this internal data into historical data through 
knowledge base. Furthermore, just like any good decision-
making mechanism, the proposed DSS is also dynamic and 
adaptable with the data change. So, any changes/improve-
ments will be adapted in the DSS over a period of time for 
improved rectifications/mitigations to cater future defects. 
It is therefore expected that the entire loop of the proposed 
integrated-DSS (illustrated in Fig. 12) will continue work-
ing until positive results (i.e. lessening production time 
and cost while enhancing the quality) of the manufactur-
ing block are evident on the basis of production data, so it 
would be concluded that the manufacturing firm has moved 
one-step closer to the radius of (data-driven) ZDM.

10 � Challenges and opportunities

Psarommatis et al explained some potential barriers in 
manufacturing of quality products [189] which can be 
amended in the context of industry in Pakistan where 
every challenge provides an equal opportunity to grow as 
under:

10.1 � Lack of training and experience

The manufacturing of a quality product needs to mini-
mize recalls, errors, defects, and failures to save time as 
well as expense. For this purpose, proper training for the 
shop floor managers and operator is required to implement 
advance technologies in the field of manufacturing engi-
neering. The famous proverb “man behind the machine” 
applies here referring to the operator which performs the 
activities in producing a product. However, trainers are 
even inexperienced in this field in Pakistan, who mostly 
train the platform operators to perform quality practices 
aiming to reduce manufacturing time and cost of defect-
free products, not about ZDM.



10.2 � Lack of commitment

The commitment of top management is the need of time to 
include quality arrangements in a manufacturing setting; 
however, a typical manufacturing firm in Pakistan does not 
volunteer to adopt quality practices. According to senior 
management of these local enterprises, they consider it 
as an extra cost to the quality procedures. This is the rea-
son why they are reluctant to employ digital techniques 
which can help them to cater manufacturing defects, as 
the outcome by utilizing their full potential has never been 
experienced in their companies. So, all levels in manufac-
turing industry must feel commitment to bring innovations 
in their companies to enhance the reputation of locally 
manufactured products.

10.3 � Resistance to change

Even if a manufacturing company wishes to produce qual-
ity products, most of its shop floor managers/operators 
are not willing to bring change in their daily routine at 
platforms. Majority of the workers are working on a single 
platform doing the same procedures since many years, as 
the firm does not have a concept of intra-organizational 
transfers of the human capital. The idea behind a famous 
phrase ‘jack of all trades, master of none’ can be beneficial 
in this regard, to make them skilled on all platforms rather 
than a specialist of one. Also, it will enhance the education 
and visibility of the operators by knowing each other’s 
platform operations.

10.4 � Lack of resources

The innovation needs huge investments in the manufactur-
ing industry of Pakistan, so always wishes to gain foreign 
direct investments (FDI) to promote localization in the 
country. Most of the research centres in Pakistan apply 
reverse engineering in the name of research and indige-
nous development of products due to lack of resources and 
funding. So, investors (foreign and local) should be given 
confidence to finance the technological innovations in the 
developing country.

10.5 � Lack of employees’ involvement

The shop floor operators are not permitted to get involved 
during the decision-making to implement the advancements 
in manufacturing industry, as their valuable input and reser-
vations are not taken seriously. Therefore, top management 
always faces serious retaliation during the implementation 
of any quality philosophies in any manufacturing firm. So, 

all employees (top to bottom) should be involved in devel-
oping and implementing frameworks for the betterment of 
their company, which ultimately contributes to the economy 
of the country.

10.6 � Lack of framework’s implementation

Manufacturing industry in Pakistan does not welcome 
implementation of the technological innovations, even if few 
frameworks in other sub-fields were developed in the past as 
per the requirements by academicians and researchers which 
could never be implemented due to lack of interest of local 
industry in quality manufacturing. Hence, the frameworks 
developed after such extensive research studies in the field 
of manufacturing should be given opportunity to get adopted 
by the local industry to lessen manufacturing time, cost, and 
enhance the quality.

10.7 � Need of a specialist

The manufacturing waste is one of the critical issues 
in Pakistan, as the local industrialists only focus on 
the quantity, while not considering the quality aspect. So, 
the researchers are required in the local industry who can 
practically understand the importance of such frameworks 
designed for quality manufacturing. It will further enhance 
the chances to cater industrial emergency in a growing 
economy of Pakistan.

10.8 � Poor communication among stakeholders

The main stakeholders in manufacturing industry of 
Pakistan include government legislators (federal and pro-
vincial/state level), employees (top to bottom), investors 
(foreign or local), trainers, users, and scrappers (working 
to recycle and disposal). Indirect communication among 
all these is established in Pakistan; however, direct 
communication is lacking due to fear of responsibility. 
So, there is a need to establish strong link among all 
stakeholders to implement quality manufacturing in the 
country.

10.9 � Non‑availability of production data

It is impossible to get production data in a country like Paki-
stan, as the local industry does not share real data with the 
researchers due to fear of government taxes and duties. The 
quality research in the field of design and manufacturing 
engineering is always compromised due to non-availability 
of real-time production data. So, to minimize this suffering 
to quality research, a strong connection with all stakeholders 
in the local industry can be established to get real data prior 



to implement the proposed framework aiming the (data-
driven) ZDM concept.

11 � Phases of the proposed model

A decision statement is a set of decision-making criteria 
and alternatives. The decision-making system in a practical 
environment can be considered as a six-phased approach, 
namely intelligence, design, choice, implementation, moni-
toring [197] [198] [199], and results.

11.1 � Intelligence phase

There is a need to make a top-level managerial decision to 
employ the integrated-DSS in a manufacturing firm with 
the goal to reach ZDM. The DSS in the field of risk man-
agement should have the objective to make a cost-effective 
solution, efficiently utilizing resources among all produc-
tion platforms, and preventing product and process related 
manufacturing risks.

11.2 � Design phase

In design phase, the integration of product and process 
life cycles would be performed with the help of indus-
trial experts to design a knowledge-driven integrated-DSS 
which includes risk identification, ranking based on either 
individual (i.e. risk analysis) or interacting (i.e. risk pri-
oritization) risks, and mitigation. This will help the shop 
floor manager/operator in making better decisions to 
achieve data-driven ZDM.

11.3 � Choice phase

In this phase, alternatives are evaluated to run the pro-
posed design in a simulation or an artificial environment to 
examine it as a fast, risk-free, and cost-effective way before 
implementation [200], so that the real-time results might 
be compared and analyzed accordingly with the expected 
ones, verifying the proposed model.

11.4 � Implementation phase

One of the main challenges is to implement the proposed 
system for strategy/remedial actions. The rapidity and the 
right sequence of actions with which companies can reach 
a steady use and fast adaptation of the ZDM strategies to 
the always changing context represent a major challenge 
for an enterprise [1]. However, implementing Industry 

4.0 technologies should always be the first measure when 
deploying the industrial transformation in a manufacturing 
setup [17]. Although its implementation may cause some 
extra cost for model validation, but it will be consumed 
once to bring remarkable improvement. Furthermore, the 
addition of the integration of product and process related 
risks in a single DSS for risk identification and mitigation 
is focused to achieve globally optimum and cost-effective 
solutions for the ZDM.

In this phase, the proposed model would be validated in 
a real environment producing household item (electrical 
or electronic product) in a manufacturing organization in 
Pakistan. The data sources (internal and external) will be 
provided to the integrated-DSS along with consistent feed-
back which will be provided by the operator, so that the 
concept of reinforcement learning will be applied to  con-
tinuous quality improvement (CQI) of the model.

11.5 � Monitoring phase

The decision-making process is often an iterative process 
[199] especially when to make critical decisions. Addi-
tionally, condition-based monitoring minimizes the risk 
of unexpected failures and improves system’s efficiency 
and reliability and operator’s safety [201]. In this phase, 
the impact of the proposed integrated-DSS will be criti-
cally observed. The main purpose is to measure either the 
research objectives are being met successfully as planned 
or otherwise.

11.6 � Results phase

After industrial validation, decision-making results with and 
without DSS will be compared to see impact of the system, 
based on following three parameters: (i) production time (in 
labour hours), i.e. duration to manufacture a particular prod-
uct before and after implementing the DSS; (ii) estimated 
cost (in Pak Rupees) to manufacture a product before and 
after applying the DSS; and (iii) quality such as number of 
specific defects/errors/recalls a firm still had to bear. Accord-
ing to Mzougui et al, manufacturing defects of an electric 
motor include sealing problem, improper connection, wrong 
electrical connections, short circuit between phases, power 
needed is under estimated, insular chosen is not appropriate, 
short circuit between coils, short circuit between phases, 
overload, overheating [121], dimensions, tolerances, speci-
fications, and other electrical/mechanical issues. So, it is 
expected that the proposed system will generate optimum 
results for a manufacturing firm; it can therefore be con-
cluded that the implementation of this proposed model will 
bring positive outcomes in manufacturing industry of Paki-
stan with the aim to come closer to ZDM.



12 � Conclusion and way forward

The paper is covered with an extensive literature review to 
identify the gaps and the current challenges, concluding a 
need to formulate an integrated-DSS (by integrating product 
design and manufacturing process) based on risk identifi-
cation, prioritization, and mitigation for the manufacturing 
industry aiming ZDM. There are many tools/techniques 
for risk identification, prioritization, and mitigation which 
have been discussed in the existing literature, out of which 
mostly renowned ones are assessed. These tools/techniques 
for each element of the integrated-DSS (a knowledge-driven 
computer system program which gathers and analyses data) 
are shortlisted based upon scope, requirements, resources, 
and applicability of the research study. The sketch of the 
proposed model is drawn, followed by its co-effect with 
ZDM between risk management parameters. Challenges 
and opportunities to develop and implement such system in 
a developing country like Pakistan are discussed to assess 
feasibility of the study. Lastly, administrative phases of the 
proposed model are elaborated, consisting of intelligence, 
design, choice, implementation, monitoring, and results. The 
structure of the proposed decision support tool is developed 
for manufacturing industry of a country with growing econ-
omy to approach ZDM (a data-driven approach to prevent 
manufacturing defects/error) to reduce production time and 
cost, which would ultimately enhance the quality.

Initially, a detailed framework will be developed for 
the proposed DSS model based on the hypothesis of this 
research covering aspects of risk management (risk identi-
fication, risk analysis, risk prioritization, risk control, risk 
mitigation), internal/external data, knowledge base, manu-
facturing data, and user interface (for the operator) in the 
upcoming research paper. The framework will be improved 
by employing model fine-tuning method, a technique for 
adapting foundation models to downstream tasks by updat-
ing model parameters using available data. A case study will 
be conducted, dealing with the challenges involved in imple-
menting the proposed framework in a manufacturing setup. 
The model will then be verified in a simulated environment 
for optimization (to get the optimum solution) followed by 
its sensitivity analysis (to check model’s robustness) and 
validated in AC/induction motor manufacturing setting 
located in fan production industrial area in Gujrat city of 
Punjab province of Pakistan to demonstrate the applicability 
and effectiveness. The theoretical and practical implications 
of this integrated-DSS model will be discussed in upcoming 
publication, making the shop floor manager/operator to have 
better decisions prior/during manufacturing errors/defects. 
The system will be able to learn from those unwanted events 
(as per guidance by ZDM) to further prevent the product 
design and its related manufacturing processes. Therefore, 

the model will be considered as dynamic in nature, further 
improves its decision-making with time on the basis of avail-
able data.
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